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Executive Summary

This document provides the utility industry and vendors with a set of security requirements for
Advanced Metering Infrastructure (AMI). These requirements are intended to be used in the
procurement process, and represent a superset of requirements gathered from current cross-
industry accepted security standards and best practice guidance documents.

This document provides substantial supporting information for the use of these requirements
including scope, context, constraints, objectives, user characteristics, assumptions, and
dependencies. This document also introduces the concept of requirements for security states and
modes, with requirements delineated for security states.

These requirements are categorized into three areas: 1) Primary Security Services, 2) Supporting
Security Services and 3) Assurance Services. The requirements will change over time
corresponding with current security threats and countermeasures they represent. The AMI-SEC
Task Force presents the current set as a benchmark, and the authors expect utilities and vendors
to tailor the set to individual environments and deployments.

While these requirements are capable of standing on their own, this document is intended to be
used in conjunction with other 2008 deliverables from the AMI-SEC Task Force, specifically the
Risk Assessment, the Architectural Description, the Component Catalog (in development as of
this writing), and the Implementation Guide (to be developed late 2008). This document also
discusses the overall process for usage of this suite.
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1. Introduction

As a key element in the evolution of the Smart Grid, the Advanced Metering Infrastructure
(AMI) is the convergence of the power grid, the communications infrastructure, and the
supporting information infrastructure. AMI security must exist in the real world with many
interested parties and overlapping responsibilities. This document focuses on the security
services that are important to secure the power grid, communications infrastructure and
supporting information infrastructure.

1.1 Purpose

The purpose of the AMI Security Specification is to provide the utility industry along with
supporting vendor communities and other stakeholders a set of security requirements that should
be applied to AMI implementations to ensure the high level of information assurance,
availability and security necessary to maintain a reliable system and consumer confidence.
While this specification focuses on AMI, the security requirements contained in the document
may be extended to other network-centric, Smart Grid solutions.

1.1.1 Strategic Importance

Utility companies of the future will deliver energy and information to customers through a
“smart” energy supply chain created by the convergence of electric, communication and
information technologies that are highly automated for responding to the changing environment,
electricity demands and customer needs. The building blocks of this Smart Grid include AMI,
advanced transmission and distribution automation, distributed generation, electric vehicle
refueling infrastructure and renewable energy generation projects of today.

The emergence of this new class of Smart Grid systems holds tremendous promise and requires
innovation and deployment of new technologies, processes and policies. Composed of many
independent systems, the Smart Grid will evolve by integrating existing islands of automation to
achieve value through the delivery of information to customers, grid operators, utility companies
and other stakeholders. A reliable and secure Smart Grid holds the promise of enabling
automated demand response, providing customers a myriad of options to manage their energy
costs through technology enabled programs along with limiting outages with a self-healing
resilient transmission and distribution network and other strategically important functions.

The challenge of providing both a reliable and secure AMI solution lies in the diversity of
technologies, processes and approaches used to realize this vision. Managing change rising from
the complexity of diverse solutions with an effective and efficient systems integration process
will enable the AMI system. This requires a commitment to standards, best practices and a high
degree of architectural discipline. This document specifies platform independent security
requirements, services and guidance required to implement secure, resilient AMI solutions.

1.1.2 Problem Domain

As the utility industry’s capabilities increase to serve the needs of a rapidly growing information
society, the breadth and sophistication of the threat environment these Smart Grid solutions
operate in also increases. By bridging heterogeneous networks capable of exchanging

AMI System Security Specification v1.0 Page 1
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information seamlessly across the AMI older proprietary and often manual methods of securing
utility services will disappear as each is replaced by more open, automated and networked
solutions. The benefits of this increased connectivity depends upon robust security services and
implementations that are necessary to minimize disruption of vital services and provide increased
reliability, manageability and survivability of the electric grid.

Recognizing the unique challenges of AMI enabled Smart Grid solutions is imperative to
deploying a secure and reliable solution. Unique characteristics of AMI implementations that set
them apart from other utility project include the following:

AMI touches every consumer

AMI is a command and control system

AMI has millions of nodes

AMI touches almost every enterprise system

Many current AMI solutions are narrowband solutions

These network-centric characteristics, coupled with a lack of a composite set of cross industry
AMI security requirements and implementation guidance, is the primary motivation for the
development of this document. The problem domains needing to be addressed within AMI
implementations are relatively new to the utility industry, however there is precedence for
implementing large scale, network-centric solutions with high information assurance
requirements. The defense, cable and telecommunication industries offer a number of examples
of requirements, standards and best practices directly applicable to AMI implementations.

The challenge is to secure AMI in a holistic manner, noting that such an approach requires the
buy-in of many stakeholders. Stakeholders can be viewed in three groups:
e Stakeholders within the enterprise who have an interest in generating value from technology
investments:
— Those who make investment decisions
— Those who decide about requirements
— Those who use technology services
e Internal and external stakeholders who provide technology services:
— Those who manage the technology organization and processes
— Those who develop capabilities
— Those who operate the services
e Internal and external stakeholders who have a control/risk responsibility:
— Those with security, privacy and/or risk responsibilities
— Those performing compliance functions
— Those requiring or providing assurance services

To meet the requirements of the stakeholder community, a security framework for AMI

technology governance and control should:

e Provide a business focus to enable alignment between business and technology objectives

e Establish a process orientation to define the scope and extent of coverage, with a defined
structure enabling easy navigation of content

e Be generally acceptable by being consistent with accepted technology good practices and
standards and independent of specific technologies

AMI System Security Specification v1.0 Page 2
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e Supply a common language with a set of terms and definitions that are generally
understandable by all stakeholders

e Help meet regulatory requirements by being consistent with generally accepted corporate
governance standards (e.g., Committee of Sponsoring Organizations of the Treadway
Commission) and technology controls expected by regulators and external auditors.

As such, this document provides security requirements for the purposes of procurement, design
input, validation and certification. It is not the intent of this document to describe AMI
architecture. The satisfaction of requirements identified in this document implies a need for
coherent architecture, policies, procedures, etc... none of which is prescribed in this document.

AMI security involves a system of systems approach in design and operations, and therefore
security responsibility must extend to stakeholders and parties outside and in addition to the
electric utility. While security requirements for the broader AMI may or may not be within the
scope of a single utility’s responsibility, imposing the requirements upon cooperating
interconnecting systems and the corresponding capabilities will meet or support some aspects of
AMI security objectives. Moreover, interdependencies among the power grid, the
communications infrastructure, and the information infrastructure pose a particularly serious
challenge to the design of a secure and survivable AMI.

1.1.3 Intended Audience

The intended audience for this document includes utility companies seeking AMI
implementation and policy guidance; vendors seeking product design requirements and input;
policy makers seeking to understand the requirements of reliable and secure AMI solutions; and
any reader who wishes to find information related to AMI security requirements. While this
document is intended for use by security professionals, solution architects and product designers,
much of the document is written for a broader audience seeking to understand AMI security
challenges, requirements and potential solutions. Lastly, this specification may provide a
foundation for security requirements in the procurement and implementation of AMI solutions.

This document is intended to be a living specification to be updated as the industry evolves, with
a focus on AMI security functionality. As such, one of the benefits of this document is to create
a baseline document for the utility industry that provides AMI security requirements and
identifies gaps between current requirements and capabilities available in the market. Ideally,
the AMI security specification will be referenced and reused throughout the utility industry,
providing a common set of semantics for enabling the development and implementation of
robust, reliable AMI solutions.

1.1. Scope

AMI Security is simply defined as those means and measures concerned with securing an AMI
system. For the purpose of this document, the definition of AMI is:

The communications hardware and software and associated system and data
management software that creates a network between advanced meters and utility
business systems and which allows collection and distribution of information to
customers and other parties such as competitive retail providers, in addition to

AMI System Security Specification v1.0 Page 3
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providing it to the utility itself. AMI is further defined as: 1) The hardware and
software residing in, on, or closest to the customer premise for which the utility or
its legal proxies are primarily responsible for proper operation; and 2) The
hardware and software owned and operated by the utility or its legal proxies
which has as its primary purpose the facilitation of Advanced Metering.

This document presents security requirements for AMI systems. This document does not address
business functional or other non-security related requirements.

A further understanding of the scope requires an understanding of the utility business systems
and associated functionality. Section 2.1 of this document discusses Utility Business Systems
and services. In general, this specification is a tool that can be applied broadly as defined above
and to peripheral systems using AMI communication services. Each individual utility should
decide the boundary distinction. The boundary definition and document applicability includes
system security maturity of the associated connecting system, organizational responsibility and
procurement scope.

The AMI-SEC Task Force considered HAN use cases in the development of this document and it
is reasonable to assume utility edge application requirements can be applied to HAN applications
(e.g., requirements applied to utility applications can also be applied to consumer applications).
Imposing requirements on the HAN requires additional considerations associated with control
and ownership that are outside the scope of this document.

1.2. Document Overview

This section describes how this document relates to the Architectural Description, Risk
Assessment, Component Catalog and Implementation Guide.

The path that a particular utility follows through these documents (Risk Assessment, System
Security Requirements, Architectural Description, Component Catalog and Implementation
Guide) depends upon the level of resources the utility chooses to put toward the effort. In the
drawing below, this level of resources tracks the “Entry Points” on the right side of the drawing.
For the descriptions below (Figure 1), the utility will define Architectural Elements, i.e.,
hardware and software.

AMI System Security Specification v1.0 Page 4
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Figure 1 — Deliverables Process Flow

Maximum Level of Resources. For a utility with the ability to apply the maximum level of
resources, the process to take is the following:

Step 1

Step 2

Step 3

The utility will tailor the AMI-SEC Risk Assessment to their particular environment,
constraints, and risk acceptance limits.

The utility selects which requirements apply to their potential solution architecture by
combing through the AMI-SEC System Security Requirements document and
assigning priority to the requirements they need in order to adequately mitigate risks.
The utility maps the significant Architectural Elements of potential solutions against
the defined Security Domains and places selected and prioritized requirements on
Architectural Elements according to the elements’ placement within the Security
Domains.

Medium Level of Resources. For a utility with a moderate (“medium”) level of resources, the
process to undertake is the following:

Step 1
Step 2
Step 3

Step 4
Step 5

The utility will review the System Security Requirements document and select which
requirements apply to their potential solution architecture.

The utility maps the significant Architectural Elements of potential solutions against
the defined Security Domains.

The utility accepts the AMI-SEC Risk Assessment without any modification or
customization, but bears the responsibility for combing through the AMI-SEC System
Security Requirements document

The utility assigns priority to the requirements they need to adequately mitigate risks.
Once the utility has selected and prioritized requirements, the requirements are placed
on Architectural Elements according to the elements’ placement within the Security
Domains.
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Minimum Level of Resources. For a utility looking to utilize the minimal level of resources, the

process to undertake is the following:

Step 1  The utility will review the Architectural Description document and map the significant
Architectural Elements of potential solutions against the defined Security Domains.

Step 2  The utility accepts the AMI-SEC Risk Assessment without any modification or
customization.

Step 3  The utility accepts the AMI-SEC System Security Requirements as a whole without
selecting any particular subset as applicable to their environment.

Step4  Requirements are placed on Architectural Elements according to the elements’
placement within the Security Domains. In this scenario, the utility pushes the entire
set of requirements on to the vendor. The onus lies with the vendor to push back and
indicate where requirements are applicable and where they are not.

1.3. Definitions, acronyms, and abbreviations

Rather than produce an exhaustive list of AMI and security terms, links have been provided to
well known, extensively used definitions, acronyms and abbreviations. Other terminology is
addressed as encountered throughout this document.

Resource Location

SmartGridipedia http://www.smartgridipedia.org

NIST IR 7298 - Glossary of Key | http://csrc.nist.gov/publications/nistir/NISTIR-

Information Security Terms 7298 Glossary Key Infor_Security Terms.pdf

International Electrotechnical http://std.iec.ch/terms/terms.nsf/ByPub?OpenView& Count=-

Commission 62351-2 Security 1&RestrictToCategory=1EC%2062351-2
Terms

Electropedia http://www.electropedia.org/

Table 1 - Terminology References
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2. General system description

2.1. Use Cases

AMI Use Cases have been organized into five different categories consistent with the primary
value streams they support. These five categories/value streams are:

e Billing
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e Customer

e Distribution System
e Installation

e System

Reference 2.A - Business Functions as Stakeholders in AMI Systems provides additional
extensions to the use cases presented here, as well as describing business functions and
scenarios.

2.1.1. Billing
There are four primary use cases in the Billing category.

1. Multiple Clients Read Demand and Energy Data Automatically from Customer Premises
2. Utility remotely limits usage and/or connects and disconnects customer

3. Utility detects tampering or theft at customer site

4. Contract Meter Reading (or Meter Reading for other Utilities)

1 and 4 are directly related to the electronic capture and processing of time-based energy and
demand data from customer meters to support the core Billing process of the electric utility (1)
or, on a contract basis, for a gas or water utility (4) . The other Billing Use Cases explore other
functionality that can be leveraged from having installed AMI meters in the field. Use case 2
explores utilization of the remote connect/disconnect functionality of AMI meters. Use case 3
considers how AMI meters and the data they capture can be leveraged to support the detection of
energy theft.

Business value in the Billing area is created in several different ways. By automating the
collection of time-based energy usage and demand, the utility is able to significantly transform
the process for collecting energy and demand information to support the billing process. The
traditional process for collecting meter data (manually recording meter dial settings on a monthly
basis) is replaced by a fully automated, electronic capture process. Because the energy data is
captured in intervals of time (typically 15 minute intervals), AMI systems enable time-based
rates. Time-based billing rates vary throughout the day, reflecting changes in the balance
between energy supply and demand. Although the primary implementers of AMI have been
electric utilities, the potential exists for the infrastructure to be leveraged to capture gas and
water meter data as well — either for the host utility if they deliver those commodities or for
another utility (on a contract basis).

Other business value accrues from functionality that the AMI meters can provide. AMI meters
typically are outfitted with remote connect and remote disconnect capability. This allows the
utility to initiate or terminate service remotely, without having to send a field technician. This
functionality supports the routine Move-In/Move-Out processes as well as the credit/collections
processes. Disconnects for non-payment (and subsequent reconnects) can be accomplished
remotely rather than requiring on on-site presence. AMI meters also come with functionality
that can help utilities identify potential meter tampering or energy theft/diversion.

Finally, AMI provides a wealth of data that various entities within the utility to use to create
additional business value. These areas include the following:
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e Distribution system design — granular data on actual customer energy usage can be

utilized for more optimal design of distribution system components

e Distribution planning — the utility has a wealth of usage and demand data by circuit that
can be analyzed to better target investments in new distribution facilities to meet growth

in demand

e Distribution operations and maintenance — the Distribution organization has a wealth of

data for improved state estimation, contingency planning, and asset management

e Marketing — AMI data can be analyzed to develop energy services/products to meet

customer needs

The following table summarizes the major business processes supported by the Billing Use
Cases and the key areas of business value that they enable.

Use Case 1: Auto-Capture Customer Energy and Demand Data

Major Processes Supported

Business Value

Security Concerns

e Read Meters
e Validate Meter Reads
e Generate Customer Bills

Major Processes Supported

e Eliminate meter reader labor
cost and meter reading
infrastructure cost

e Increase billing accuracy

e Enable time-based rates

e Enable improved

0 Distribution system
design

0 Distribution planning

0 Distribution operations
and maintenance

O Marketing

Use Case 2: Remote Connect/Disconnect

Business Value

Confidentiality (privacy) of

customer data
Integrity of meter data

Availability of meter data

(for remote read)

Security Concerns

e Establish service
e Terminate service
e Manage credit/collection

Major Processes Supported

e Reduce field service truck
rolls
0 Labor
0 Transportation
e Reduce bad debt

e Reduce energy losses

Business Value

Integrity of signal (correct

message and location)

Confidentiality (privacy) of

signal

Availability of

connect/disconnect service

Use Case 3: Tamper Detection

Security Concerns

e Protect revenue; reduce
energy theft

Major Processes Supported

e Reduce lost revenue

Use Case 4: Meter Reading for Other Utilities

Business Value

Integrity of tamper
indication
Availability of tamper
indication

Confidentiality (privacy) of

location data

Security Concerns

e Read gas/water meters

e Eliminate meter reader labor
cost and meter reading

Confidentiality (privacy) of

customer data

AMI System Security Specification v1.0
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e Read gas/water meters infrastructure cost Integrity of meter data

(other utilities) e Create additional source of | Availability of meter data
e Transfer meter reading revenue (for remote read)
data to other utility e Leverage AMI investment Availability of meter data to

contracting utility through
B2B infrastructure

Table 2 - Billing Use Cases

2.1.2. Customer
Four Use Cases have also been defined under the category of Customer:

1. Customer reduces their usage in response to pricing or voluntary load reduction events
2. Customer has access to recent energy usage and cost at their site

3. Customer prepays for electric services

4. External clients use the AMI to interact with devices at customer site

Use Case 1 explores how the AMI system, working together with customers, can create
mutually-beneficial programs to manage energy demand/consumption. Use Case 2 is related to 1
in that it describes ways that customers can access information about their energy costs and
consumption, and how they can receive messaging from the utility informing the customer of an
upcoming peak energy event, requiring/requesting customer load reductions. Customer Use
Case 4 is directly related to the previous use cases as well in that it describes how a customer’s
energy cost/consumption data can be shared with a third party energy service provider to
outsource the customer’s energy consumption. Use Case 3 describes how AMI functionality can
be leveraged to enable customer pre-payment for energy.

The primary business value in the Customer Use Cases comes from an enhanced ability to
manage peak load on the distribution network. By communicating pricing signals and upcoming
peak load events to customers, customers can modify their energy consumption behavior to
reduce their energy costs. The utility benefits by reducing the potential for outages resulting
from overload of the system and deferring new capital investments to provide increased capacity.
Another source of business value unique to Use Case 3 (Customer Prepayment) accrues to the
utility through reduction in bad debt and improved cash flow.

The following table summarizes the major business processes supported by the Customer Use
Cases and the key areas of business value that they enable.

Use Case 1: Demand Response / Load Reduction

Major Processes Supported Business Value Security Concerns
Confidentiality (access control)
e Reduce peak load of customer equipment
® Manage Energy 0 Defer new construction Integrity of control messaging
Demand/Consumption O Green benefits and message information
O Reduce outages Availability of customer
devices
Major Processes Supported Business Value Security Concerns
e Provide Energy e Customer energy awareness | Confidentiality (access control)
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Information to Customers | e Reduce peak load of customer equipment via
and Third Parties price signals and messages
Integrity of control messaging
and message information
Availability of customer

devices
_Use Case 3: Customer Prepayment
Major Processes Supported Business Value Security Concerns

Confidentiality (privacy) of
customer data and payments

e Reduce bad debt Integrity of control messaging
e Collect Revenue from e Improve cash flow and message information
Energy Sales e Improve customer containing prepayment data
convenience/satisfaction Availability of customer
payment data and usage
balances
Major Processes Supported Business Value Security Concerns

Confidentiality (privacy) of
customer data

e Manage Energy e Reduce peak load Integrity of usage data, rate
Demand/Consumption e Customer satisfaction information
Availability of usage data, rate
information

Table 3 - Customer Use Cases

2.1.3. Distribution System
Four Use Cases have been defined for the Distribution System category:

1. Distribution Operations curtails customer load for grid management

2. Distribution Engineering or Operations optimize network based on data collected by the
AMI system

3. Customer Provides Distributed Generation
4. Distribution Operator locates Outage Using AMI Data and Restores Service

Distribution System Use Case 1 is similar to Customer Use Case 1. Both use cases describe the
process to send signals to customers for the purpose of reducing load on the system, typically
during a system peak. Customer Use Case 1 describes demand response events that the customer
can voluntarily participate in using a price signal or a load control signal that the customer may
ignore. Distribution System Use Case 1 describes demand response events that are non-voluntary
using load control signals or meter disconnection commands. Distribution Use Case 2 explores
how data gathered by the AMI system can be utilized (either online or offline) to improve power
quality and the overall performance of the distribution network. Distribution Use Case 3
describes how the AMI system can interface with distributed generation (small, customer-owned
generation) to improve network operations and reduce off-system energy purchases. Use Case 4
investigates how the AMI system can be leveraged to support the identification of outages on the
system and to facilitate the restoration of power following an outage.
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The primary areas of business value in the Distribution System Use Cases are related to
improving network operations. Optimizing network operations can result in reduced energy
losses, reduced outage frequency, and increased customer satisfaction (improved power quality).
In addition, Use Case 4 explicitly describes processes to reduce outage duration and, therefore,
customer satisfaction.

The following table summarizes the major business processes supported by the Distribution
System Use Cases and the key areas of business value that they enable.

Use Case 1: Emergency Demand Response

Major Processes Supported Business Value Security Concerns
Confidentiality (access
control) of customer
equipment (including

e Reduce peak load remote service switch and
e Manage Energy 0 Defer new construction | HAN devices)
Demand/Consumption 0 Reduce outages Integrity of control
messaging and message
information
Availability of customer
devices
Use Case 2: Distribution Network Optimization
Major Processes Supported Business Value Security Concerns
e Manage Power Quality e Customer satisfaction Integrity of system data
e Optimize Distribution e Reduce energy losses Availability of system data
Network e Improve outage Confidentiality of system
e Manage Outages performance data

Use Case 3: Distributed Generatio
Major Processes Supported Business Value Security Concerns
e Optimize Distribution Integrity of system data

|

e Network Optimization

Network Availability of system data
e Manage/Dispatch Distributed * Reduced Off-System Confidentiality of system
Energy Purchases
Resources data
Major Processes Supported Business Value Security Concerns
Availability of system data
« Manage outages e Reduced outage duration Integrity of system data
e Customer satisfaction Confidentiality of system
data

Table 4 - Distribution Use Cases
2.1.4. Installation
Three Use Cases have been defined for the Installation category:
1. Utility installs, provisions, and configures the AMI system
2. Utility Manages End-to-End Lifecycle of the Meter System
3. Utility upgrades AMI to address future requirements.
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Use Case 1 describes the process for deploying an AMI system, including the initial deployment
plan, the forecasting and procurement process, logistical support, and field
installation/testing/configuration. Use Case 2 focuses on managing the AMI system components
through their life cycle, including maintenance and asset retirement. Use Case 3 explores future
upgrades to the AMI system functionality and performance with particular attention to future
deployment and integration of customer Home Area Network (HAN).

The key areas of business value in the Installation Use Cases include optimization of deployment
costs and schedule for AMI system implementation, minimizing AMI operations and
maintenance costs, maintaining billing accuracy, minimizing risk, and accommodating future
growth and development within the AMI infrastructure.

The following table summarizes the major business processes supported by the Distribution
System Use Cases and the key areas of business value that they enable.

Use Case 1: AMI System Deployment
Major Processes Supported Business Value Security Concerns

Integrity of system data for
registration

Availability of system data
supporting deployment and
registration

Confidentiality of system
data

e Optimize deployment

Deploy AMI t
e Deploy system costs/schedule

Use Case 2: AMI System Maintenance
Major Processes Supported Business Value Security Concerns

Use Case 3: AMI System Upgrade

Integrity of system data for
remote diagnostics

Availability of system data
o e Minimize AM| O&M costs . y .y
e Maintain AMI system . supporting maintenance
e Maintain billing accuracy
and work orders

Confidentiality of system
data

Major Processes Supported Business Value Security Concerns

Integrity of system data for
registration of new devices
and remote firmware

e Upgrade/enhance AMI system e Minimize risk upgrades
functionality/performance e Accommodate growth Availability of system data
e Deploy/support customer HAN and future functionality supporting deployment and

remote upgrades
Confidentiality of system
data and customer data

Table 5 - Installation Use Cases

2.1.5. System
The final Use Case category is System. Only one Use Case has been defined for this category:

1. AMI system recovers after outage, communications or equipment failure.
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System Use Case 1 explores how the AMI system responds and recovers to individual
component failures, communications failures, and broader outages/disasters. The primary
business value in this use case comes from maintaining AMI system integrity through unplanned
equipment failures or distribution system outages.
Use Case 1: AMI System Recovery

Major Processes Supported Business Value Security Concerns

e Recover from AMI component
and telecommunications
failures e Maintain system integrity

e Recover from major area
outages/disasters

Integrity of system data
Availability of system data
Confidentiality of system
data

Table 6 - AMI System Use Cases

2.2. System Context

AMI is the convergence of the power grid, the communications infrastructure, and the supporting
information infrastructure. However, AMI security must exist in the real world with many
stakeholders, other interested parties and overlapping responsibilities.

Consider an individual system that is part of an AMI solution to be made up of: 1) Software; 2)
Hardware; 3) People and; 4) Information. Now, consider the entire AMI solution to be made up
of a collection of various systems, each made up of software, hardware, workers and information
— a system of systems. Systems-of-Systems are hierarchical in nature, that is, they naturally
break down into parts.

The value of a logical decomposition comes from its ability to view a complex system at
multiple levels of abstraction (decomposition) while maintaining forward and reverse traceability
through the different levels of decomposition. Logical decomposition is can also be mapped to
physical decomposition to correlate the model elements. The security domain model shown
below (Figure 2) was developed to boundary the complexity of specifying the security required
to implement a robust, secure AMI solution as well as serve as a tool to guide utilities in
applying the security requirements in this document to their AMI implementation.
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Figure 2 — AMI Security Domain Model

The following “services” are a description of each of the six security domains shown in the
model above.

Security Domain Description

Utility Edge Services All field services applications including monitoring, measurement
and control controlled by the Utility

Premise Edge Services All field services applications including monitoring, measurement
and control controlled by the Customer (Customer has control to
delegate to third party)

Communications are applications that relay, route, and field aggregation, field

Services communication aggregation, field communication management
information

Management Services attended support services for automated and communication

services (includes device management)

Automated Services unattended collection, transmission of data and performs the
necessary translation, transformation, response, and data staging

Business Services core business applications (includes asset management)

Table 7 - AMI Security Domain Descriptions

Each utility’s AMI implementation will vary based on the specific technologies selected, the
policies of the utility company and the deployment environment. The application of the security
requirements should guide the AMI system’s capabilities.
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Advanced Metering Infrastructure system use can be mapped across applicable security domains
based on the collection of capabilities that enable use of the AMI. Security requirements in this
document shall map to specific security domains based on the location of an enabling capability
that enables a particular use for the AMI system. For any particular use of the AMI system, in
the context of the enabling capability, the security requirements for that domain should be

applied.

For example: If the use of the AMI system is “Remote Service Switch Operation” to support a
customer “move-in” or “move-out” event then the analysis of which security requirements would
apply for this use would be to map sequence of capabilities to domains.

(Note: there are a number of intermediate steps related to account updates, customer
verification, policy enforcements and validations as well as error conditions not shown in this

example.)

Process step

Enabling Capabilities
(components)

Security Domain

Triggering event — Move-out
request received from
customer for a particular time
and date

Request received via call
center or via web (IVR or
Company Website)

Utility Enterprise Services

Switch operation scheduled
and validated

Customers Information
System (CIS) or Meter Data
Management Systems
(MDMS)

Utility Enterprise Services

Command messages generated
at scheduled time

CIS or MDMS

Utility Enterprise Services

Command received by head-
end system

Network Management System
(aka DCA or head-end)

Automated Network Services

Grid protection module
validates command against
rules (i.e. how many total
service switch commands are
pending in the next 10 min.)

Network Management System

Automated Network Services

Command transmitted to
Meter

Network Management System

Automated Network Services

Command routed to the
customer’s meter

Wide-Area Network,
Neighborhood Area Network

Communication Services

(aka LAN)
Command received by meter | Meter Utility Edge Services
Service Switch “opened” Meter Utility Edge Services
Acknowledgement message Meter Utility Edge Services

created

Acknowledgement message
transmitted

Wide-Area Network,
Neighborhood Area Network
(aka LAN)

Communications Services

Acknowledgement message

Network Management System

Automated Network Services
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received

Account status updated CIS and or MDMS Utility Enterprise Services

Table 8 - Mapping of AMI Security Domain Services to Utility Processes

It should be noted that this specification and the method of mapping security requirements to
specific domains based on use is lifecycle agnostic. Meaning, some uses of the system (i.e. key
placement in devices) may happen prior to the commencement of operations.

2.3. System Constraints

A number of system constraints need to be taken into account when satisfying security
requirements found in this document. The requirements described do not prescribe which of a
range of solutions (e.g., the use of narrow- or wide-band communications technologies) is most
appropriate in a given setting. Such a decision is typically based on making prudent trade-offs
among a collection of competing concerns, such as the following

e Other business or non-functional requirements
o Performance (e.g., response time)

Usability (e.g., complexity of interactions for users)

Upgradability (e.g., ease of component replacement)

Adaptability (e.g., ease of reconfiguration for use in other applications)

Effectiveness (e.g., information relevant and pertinent to the business process as

well as being delivered in a timely, correct, consistent and usable manner)

Efficiency (e.g., the provision of information through the most productive and

economical use of resources)

o Confidentiality (e.g., protection of sensitive information from unauthorized
disclosure)

o Integrity (e.g., accuracy, completeness and validity of information in accordance
with business values and expectations)

o Awvailability (e.g., information being available when required by the business
process)

o Compliance - (e.g., complying with the laws, regulations and contractual
arrangements)

0 Reliability (e.g., the provision of appropriate information for management to
operate the entity and exercise its fiduciary and governance responsibilities)

O 00O

@]

It is important to consider system constraints when developing applying security requirements.
The requirements themselves do not take into account the trade-offs involved with design phase
of AMI. Therefore, satisfying these requirements should not be done in isolation from the design.

e Constraints
o Computational (e.g., available computing power in remote devices)
o0 Networking (e.g., bandwidth, throughput, or latency)
o Storage (e.g., required capacity for firmware or audit logs)
o Power (e.g., available power in remote devices)
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Interconnectedness of infrastructure

Applications (e.g., the automated user systems and manual procedures that

process the information)

Information (e.g., the data, in all their forms, input, processed and output by the

information systems in whatever form is used by the business)

o Infrastructure (e.g., the technology and facilities i.e., hardware, operating systems,
database management systems, networking, multimedia, and the environment that
houses and supports them, that enable the processing of the applications.)

0 People (e.g., the personnel required to plan, organize, acquire, implement,

deliver, support, monitor and evaluate the information systems and services. They

may be internal, outsourced or contracted as required.)

Time

Financial

Technical

Operational

Cultural

Ethical

Environmental

Legal

Ease of Use

o0 Personnel (e.g., impact on time spend on average maintenance)
o Financial (e.g., cost of bulk devices)

o0 Temporal (e.g., rate case limitations)

o0 Technology

o Availability

0 Maturity

0 Integration / Interoperability (e.g., legacy systems)

o Lifecycle

o]

o]

@]

O O0O0O0O0OO0OO0OO0O

e Regulatory requirements
0 Scope / sphere of influence
0 Acceptance vs. transference

2.4. Security States and Modes

This section discusses the states and modes that may apply to the system as a whole and/or the
component level. A component may be a sub-system or individual element of the system.
Security modes and states are considered in the evaluation of security requirements because they
pose special circumstances for which the requirements may change. Evaluating these special
circumstances is important because in any given state or mode the risk of a system or sub-system
component may increase or decrease, thus needing supplemental requirement treatment (less or
more).

Definitions of terms:

e State — a temporal condition of a system or component; implies a “snapshot”.
o0 Typically within a time-based consideration
0 Sometimes overlap
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e Mode — describes operational intent (implies action taken).

2.4.1. System States

The term state for the purposes of this document implies a snapshot of the system. The goal is to
identify the state as they relate to security.

The System State Flow Diagram (Figure 3) assists in understanding the transition between states
and the direction in which changes in state are allowed to occur. The System State Flow Diagram
is used in defining the AMI system transitions. It is important to understand and control state
flow in order to prevent an undesired, inadvertent system state. Transition of states for security
components should be defined and understood with respect to defining requirements. The
Sanitation State is also a shown as a path where high assurance is required.

Initialization

Non-Operational
State

Operational
State

Sanitization

High Assurance Path

Figure 3 - Example of a System State Flow Diagram

System State Description

Operational Includes all functionality supportive of on-going operations (set by policy)
Non-operational Not performing functionality indicative of on-going operations
Initialization Used to configure system prior to operation

Sanitization Removal and/or storing of information representative or residual of any

running condition (e.g., sensitive data)

Table 9 - System States
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2.4.1.1. System State Security Requirements

State.1

State.2

State.3

State.4

State.5

State.6

State.7

State.8

State.9

State.10

Activities allowed during non-operational state shall be limited to system activities
needed to enter initialization. (Excludes interactions w/stakeholders, execution of
business functions, etc.)

Activities allowed during initialization state shall be limited to system activities
needed to enter operations. (Excludes interactions w/stakeholders, execution of
business functions, etc.)

Activities allowed during initialization state shall include management functions
necessary for element configuration.

Activities allowed during the initialization state shall include policy establishment
(i.e., creation and configuration).

Activities allowed during the initialization state shall include security domain
establishment.

A system shall transition into the operational state only upon completion of the critical
initialization activities.

An operational system shall perform only those activities conformant to policy.

A system shall be capable of operating in a degraded mode while in an operational
state. In this mode, “degraded” refers to a system that has non-operational or impaired
components/elements. While services may be denied to some components/elements in
the degraded mode, critical functions and security features of the system are still in
force for the remaining components/elements.

A system shall transition into the non-operational state upon detection of a critical
failure.

Supporting activities pertaining to the health of the system (e.g., diagnostics,
maintenance, training, etc.) shall only be allowed during the operational state. Support
activities may be performed in other system states, however they will be performed by
systems external to the SUD.

2.4.2. System Modes

At the highest level, a system or component can be placed into a “normal” or “limited” mode of
operation. At a minimum, modes should be taken into consideration during Protection Profile
development. In a Protection Profile, criteria for entering and exiting each mode should be
defined (pay close attention to risk associated with transition between modes — i.e., target mode
must be defined before leaving current mode). For a more granular analysis, one may consider
the following refinement examples:
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e On-Line/Off-Line — system or element is accessible (or non-accessible) from a

communication point of view

Lock — certain functions are not accessible / intentionally disabled

Maintenance — configuring / patching

Diagnostics — monitoring for purposes of problem resolution (i.e., debugging)

Commissioning/Decommissioning — initialization/establishment of functionality or service

(decommissioning is reverse)

Learning — acquiring new parameters and/or functionality for purposes of optimization

e Training — utilizing system functions for purposes of familiarization and simulation. (“Real”
outputs are not engaged.)

e Sleep/Power saving — certain functions are temporarily disabled or degraded for decreased
energy consumption.

e Special/Emergency — configurations based on criticality of function and preferential and/or
prioritized treatment of certain operations. (Example needed, i.e., impending natural
disaster.)

712 2.5. Security Objectives
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As currently envisioned, Smart Grid services promise unprecedented levels of automation,
situational awareness, and fine-grained control of the generation, transmission, distribution and
use of electric power. If fully realized, such services should significantly increase the
effectiveness, efficiency and reliability of the electric power system providing lower operating
costs associated with many of today's labor-intensive tasks and would provide the incentives and
technical capability for customers to automatically manage their usage patterns. Customers
would specify demand-response usage policies based on pricing signals from the market or
would permit direct supplier control of end-user load (automatically shedding load to reduce
peak demand or mitigate emergency situations). In conjunction with end-user control, demand
response would make the most efficient use of available generating capacity, while supporting
conservation and environmental efforts.

Smart Grid services typically require complex distributed applications (some with near real-time
constraints), communication over highly-networked information infrastructures, that include a
broad range of Internet technologies. For the vision of the Smart Grid to be realized, system
security must be maintained at a consistently high levels of assurance. Security concerns must
be addressed from the outset of any Systems Development Life Cycle (SDLC) activity
throughout every systems engineering, including architecture, acquisition, implementation,
integration, deployment, operations, maintenance, and decommissioning. Security solutions must
be comprehensive or holistic in nature (obligatory clichés: you’re only as strong as your weakest
line” and "the devil is in the details™) and capable of evolving in response to changes in the threat
or technological environment.

The Smart Grid's primary (cyber) security objectives are as follows:
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Protect all Smart Grid services from malicious attack' and unintended adverse cyber and
physical events that threaten the mission of the service (i.e., security events).

o Ensure that sufficient information about a security events are available when and where
needed to support the decision making necessary to protect (or minimize the disruption
to) the mission of the affected Smart Grid service. This includes the collection and
delivery of the real-time data needed for situational awareness as well as the collection
and protection of forensics data needed for post-mortem analysis to improve the security
and survivability of the system in the face of future security events.

o Ensure the integrity, availability, and (where appropriate) the confidentiality of the
information regarding security services, survivability services and mechanisms used to
protect the Smart Grid services. These security and survivability services and
mechanisms shall not provide an attack vector or incorrectly respond to malicious or
benign stimuli in a manner that would create or worsen a security event.

Prevent security incidents associated with a Smart Grid service from contributing to or
complicating the safety and protection of personnel, stakeholders, stakeholder services and the
electrical system.

o Do not allow any Smart Grid service or its associated technology (e.g., communications
networks and gateways) to be used as a stepping stone or conduit for attacks (or
amplifying the effects of attacks) on other Smart Grid services, end users, external
service providers (e.g., cell phone networks, ISPs), or any other interconnected entity.

o Smart Grid services shall not amplify the adverse effects of any accident, natural disaster,
or human error.

Provide sufficient evidence to support the assurance of justifiable confidence (i.e., trust) in the
integrity, confidentiality, and availability of Smart Grid services. (For example, provide
evidence to support public trust in the accuracy of billing statements, the safety and reliability of
electricity services, and the fairness of energy markets.)

Smart Grid security involves a system of systems approach in engineering design and operations,
which requires that security responsibility be extend beyond the Smart Grid. While security
requirements for the broader Smart Grid may or may not be within the scope of a single utility’s
responsibility, imposing the requirements through agreements and/or regulatory mandates upon
cooperating interconnecting systems and corresponding capabilities will meet and/or support
some aspects of the Smart Grid security objectives. Moreover, interdependencies among the
power grid, the communications infrastructure, and the information infrastructure pose a
particularly serious challenge to the design of a secure and survivable Smart Grid.

As an example, AMI system security must protect the missions of all AMI business functions
and must not be allowed to be used as a conduit for attacking some method of control of the grid.
This does not imply that AMI security architects are solely responsible for ensuring this, but
rather that responsibility must be assigned for a systems of systems perspective wherein potential
AMI impacts on the larger grid are analyzed, anticipated, and defended against in some portion
of the overall system of systems (SoS) architecture and implementation.

Here are a few examples of what the Smart Grid security objectives are meant to prevent:

! Includes cyber and physical attacks, such as attempts to physically tamper with a meter, and disruption of the
supporting communications infrastructure.
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e Reputational Loss - Attacks or accidents that destroy trust in Smart Grid services,
including their technical and economic integrity

e Business Attack - Theft of money or services or falsifying business records

e Gaming the system - Ability to collect, delay, modify, or delete information to gain an
unfair competitive advantage (e.g., in energy markets)

e Safety - Attack on safety of the grid, its personnel or users

e Assets - Damaging physical assets of the grid or assets of its users

e Short-term Denial or Disruption of Service

Long-term Denial or Disruption of Service (including significant physical damage to the

grid)

Privacy violations

Hijacking control of neighbor's equipment

Physical and logical tampering

Subverting situational awareness so that operators take fatal actions that disrupt the

system

Cause automated system to waste resources on false alarms.

e Hijacking services

e Using Smart Grid services or the supported communication mechanisms to attack end
users residential or industrial networks (e.g., allowing end-users to compromise other
end-users’ networked systems.)

2.5.1. Holistic Security

The magnitude of the challenge posed by melding the complexity of the power grid with open,
distributed, highly networked technologies, crossing multiple organizational and administrative
boundaries, in the presence of intelligent adversaries, is such that traditional security approaches
alone are insufficient to meet them.

The primary concern is with protecting the business missions embodied in each of the Smart
Grid services individually and collectively, not merely in enforcing security requirements or
protecting IT components. Survivability is the capability of a system to fulfill its mission in a
timely manner despite attack, accident or subsystem failure. Survivability is a blend of security
and business risk management that builds upon traditional security approach by adding domain-
specific strategies and tactics to create a holistic perspective. The characteristics of a survivable
system include its ability to prevent or resist attacks, accidents, other forms of stress, recognize a
survivability event and the state of the system under stress and to recover from the adverse
impact of a survivability event in a timely manner. Survivability is marked by graceful
degradation under stress, with essential services maintained.

819 2.6. User Characteristics
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Many of the security requirements within this document are written with respect to a generic
notion of an actor or user, rather than identifying specific users such as a maintenance engineer
or residential customer. When such a requirement is applied to an architectural element, it should
be tailored to specific types of users by taking into account the characteristics of each type of
user and how that informs the requirement.
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Typical classes of users (at a high level) include (refer to the Contextual View for insight into
these classes of users)

e Utility

e Customer

e Third-party
Some of the characteristics that distinguish these classes of users, and even different types of
users within these classes, are:

e Organizational responsibility

e Organizational authority

e Ability to delegate authority

e Privileges within the domain

e Access of users
When tailoring a requirement, one might generate several versions of a requirement, each of
which differs by identifying a different user and requiring slightly different responses (e.g., level
of access control required for a given behavior).

840 2.7. Assumptions and Dependencies
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This document is an ad hoc security specification, and as such does not contain requirements
pertaining to business (functional) requirements or quality of service (non-functional)
requirements (e.g., performance, usability, or maintainability issues). It is assumed that business
requirements have already been established for deploying an AMI solution. It does contain a
collection of security requirements that have been drawn from industry best practices and
government sources documenting best practices for security.

It is not the intent of this document to specify the security requirements for any particular AMI
system. Instead, the goal is to provide guidance likely to be suitable across a variety of different
AMI implementations. No assumptions are made regarding context specific characteristics such
as available computing, software and/or infrastructure resources, unless specifically cited. No
assumptions are made regarding the presence or absence of specific business requirements.

This document contains high-level requirements, not detailed specifications. Details such as
specific interfaces, algorithms, protocols, and technology solutions are not addressed. These
requirements should provide the impetus for the creation of more detailed specifications for AMI
systems, the specifics of which depend on each AMI system's context (e.g., actual assets and
information flows, business requirements, and detailed risk assessments).

3. System Security Requirements
The requirements found throughout this section are fine grained. A given section may contain
related requirements addressing the same need that differ in terms of the strength of mechanism,
rigor and protection each offers.
Requirements are given a lettering scheme as follows:

e Requirements that begin with an “F” are functional requirements.

e Requirements that end with an “S” are supporting services to functional requirements.
Requirements that begin with an “A” are assurance requirements.
Remaining letters in the identifier help associate the requirement to its requirement class.

AMI System Security Specification v1.0 Page 24



868 3.1. Primary Security Services

869  This area uses business/mission needs to define requirements. It answers the question, “What
870  security is needed?”

871 3.1.1. Confidentiality and Privacy (FCP)

872  This class contains confidentiality and privacy requirements. These requirements provide a user,
873  service or object protection against discovery and misuse of identity by other users/subjects.
874

FCP.1 The security function shall ensure that [assignment: set of unauthorized users and/or subjects] are
unable to determine the real user name bound to [assignment: list of subjects and/or operations
and/or objects].

FCP.2 The security function shall provide [selection: an authorized user, [assignment: list of trusted
subjects]] a capability to determine the user identity based on the provided alias only under the
following [assignment: list of conditions].

FCP.3 The security function shall be able to provide [assignment: number of aliases] aliases of the real
identity (e.g., user name) to [assignment: list of subjects].

FCP.4 The security function shall [selection, choose one of: determine an alias for a user, accept the alias
from the user] and verify that it conforms to the [assignment: alias metric].

FCP.5 The security function shall provide an alias to the real user name which shall be identical to an alias
provided previously under the following [assignment: list of conditions] otherwise the alias provided
shall be unrelated to previously provided aliases.

FCP.6 The security function shall ensure that [assignment: list of users and/or subjects] are unable to
determine whether [assignment: list of operations][selection: were caused by the same user, are
related as follows[assignment: list of relations]].

FCP.7 The security function shall ensure that [assignment: list of users and/or subjects] are unable to
observe the operation [assignment: list of operations] on [assignment: list of objects] by [assignment:
list of protected users and/or subjects].

FCP.8 The security function shall allocate the [assignment: unobservability related information] among
different parts of the module such that the following conditions hold during the lifetime of the
information: [assignment: list of conditions].

FCP.9 The security function shall provide [assignment: list of services] to [assignment: list of subjects]
without soliciting any reference to [assignment: privacy related information (e.g., real username)].

FCP.10 The security function shall provide [assignment: list of authorized users] with the capability to observe
the usage of [assignment: list of resources and/or services].

FCP.11 The security function shall prevent unauthorized and unintended information transfer via shared
system resources.

FCP.12 The functions provided by the security function to recover from failure or service discontinuity shall
ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss
of security function data or objects under the control of the module's security function.

FCP.13 The security function shall protect security function data from unauthorized disclosure when it is
transmitted between separate parts of the system.

FCP.14 The security function shall identify and handle error conditions in an expeditious manner without
providing information that could be exploited by adversaries.

FCP.15 The authentication mechanisms in the system shall obscure feedback of authentication information
during the authentication process to protect the information from possible exploitation or use by
unauthorized individuals.

FCP.16 The security function shall ensure that the security attributes, when exported outside the system, are
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unambiguously associated with the exported user data.

875

876 3.1.2. Integrity (FIN)

877  "Maintaining a control system, including information integrity, increases assurance that sensitive
878  data have neither been modified nor deleted in an unauthorized or undetected manner. The

879  security controls described under the system and information integrity family provide policy and
880  procedure for identifying, reporting, and correcting control system flaws. Controls exist for

881  malicious code detection, spam protection, and intrusion detection tools and techniques. Also
882  provided are controls for receiving security alerts and advisories and the verification of security
883  functions on the control system. In addition, there are controls within this family to detect and
884  protect against unauthorized changes to software and data, restrict data input and output, check
885  the accuracy, completeness, and validity of data, and handle error conditions.” [DHS]

886

FIN.1 The security function shall preserve a secure state when the following types of failures occur: [List of
types of failure in the module]

FIN.2 The security function shall provide the capability to detect modification of all security function data
during transmission between the security function and another trusted IT product within the following
metric: [assignment: a defined modification metric].

FIN.3 The security function shall provide the capability to verify the integrity of all security function data
transmitted between the security function and another trusted IT product and perform [assignment:
action to be taken] if modifications are detected.

FIN.4 The security function shall provide the capability to correct [assignment: type of modification] of all
security function data transmitted between the security function and another trusted IT product.

FIN.5 The security function shall be able to detect [selection: modification of data, substitution of data, re-
ordering of data, deletion of data, [assignment: other integrity errors]] for security function data
transmitted between separate parts of the module.

FIN.6 Upon detection of a data integrity error, the security function shall take the following actions:
[assignment: specify the action to be taken].

FIN.7 The security function shall provide detection of physical tampering that might compromise the
module’s security function.

FIN.8 The security function shall provide the capability to determine whether physical tampering with the
module’s security function's devices or module's security function's elements has occurred.

FIN.9 For [assignment: list of security function devices/elements for which active detection is required], the
security function shall monitor the devices and elements and notify [assignment: a designated user or
role] when physical tampering with the module's security function's devices or module's security
function's elements has occurred.

FIN.10 The security function shall resist [assignment: physical tampering scenarios] to the [assignment: list
of security function devices/elements] by responding automatically such that the integrity is
maintained.

FIN.11 After [assignment: list of failures/service discontinuities] the security function shall enter a
[assignment: mode (e.g., maintenance mode)] where the ability to return to a secure state is
provided.

FIN.12 For [assignment: list of failures/service discontinuities], the security function shall ensure the return of
the module to a secure state using automated procedures.

FIN.13 When automated recovery from [assignment: list of failures/service discontinuities] is not possible,
the security function shall enter [assignment: mode (e.g., a maintenance mode)] where the ability to
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return to a secure state is provided.

FIN.14

The utility provided by the security function to recover from failure or service discontinuity shall
ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss
of module's security function data or objects under the control of the module's security function.

FIN.15

If the security function and/or system experience failure or service discontinuity, the security function
shall provide the capability to determine the objects that were or were not capable of being
recovered; as a result, the following actions should be taken [assignment: action to be taken].

FIN.16

The security function shall detect replay for the following entities: [assignment: list entities].

FIN.17

The security function shall use [assignment: list of interpretation rules to be applied by the module's
security function] to consistently interpret security function data from another trusted IT product.

FIN.18

The security function shall run a suite of tests [selection: during initial start-up, periodically during
normal operation, at the request of an authorized user, [assignment: other conditions]] to check the
fulfillment of [assignment: list of properties of the external entities]. If the test fails, the security
function shall [assignment: action(s)].

FIN.19

The security function shall ensure that security function data is consistent when replicated between
[assignment: parts of the system].

FIN.20

When parts of the module containing replicated security function data are disconnected, the security
function shall ensure the consistency of the replicated security function data upon reconnection
before processing any requests for [assignment: list of functions dependent on security function data
replication consistencyy].

FIN.21

The security function shall run a suite of self-tests during initial start-up, periodically during normal
operation, at the request of the authorized user, at the conditions [assignment: conditions under
which self-test should occur] to demonstrate the correct operation of [selection: [assignment: parts of
security function (e.g. key management)], the module's security function.

FIN.22

The security function shall provide authorized users with the capability to verify the integrity of
[selection: [assignment: parts of module's security function], security function data).

FIN.23

The security function shall provide authorized users with the capability to verify the integrity of stored
security function executable code.

FIN.24

The security function shall verify the correct operation of security utilities [Selection (one or more):
upon system startup and restart, upon command by user with appropriate privilege, periodically every
[Assignment: organization-defined time-period]] and [Selection (one or more): naotifies [assignment:
user, etc. (e.g., system administrator), shuts the system down, restarts the system] when anomalies
are discovered.

FIN.25

The security function shall detect and protect against unauthorized changes to software and
information.

FIN.26

The security function shall restrict the capability to input information to the information system to
authorized personnel.

FIN.27

The security function shall check information for accuracy, completeness, validity, and authenticity.

FIN.28

The organization shall handle and retain output from the information system in accordance with
applicable laws, Executive Orders, directives, policies, regulations, standards, and operational
requirements.

FIN.29

The organization shall develop, disseminate, and periodically review/update:

1. Formal, documented, system and control integrity policy that addresses purpose, scope,
roles, responsibilities, management commitment, coordination among organizational
entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the system and
information integrity policy and associated system and information integrity controls.

FIN.30

The organization shall identify, report, and remediate control system flaws per organizational, legal,
and/or regulatory policies.
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FIN.31 The security function employs malicious code protection.

FIN.32 The security function shall verify the correct operation of security functions within the control system
upon system startup and restart; upon command by user with appropriate privilege; periodically;
and/or at defined time periods. The security function notifies the [assignment: system administrator,
system component, etc.] when anomalies are discovered.

FIN.33 The security function shall monitor and detect unauthorized changes to software and information.

FIN.34 The security function shall implement security measures to restrict information input to the control
system to authorized personnel only.

FIN.35 The security function shall employ mechanisms to check information for accuracy, completeness,
validity, and authenticity.

FIN.36 The organization shall handle and retain output from the security function in accordance with
applicable laws, regulations, standards, and organizational policy, as well as operational
requirements of the control process.

FIN.37 The security function shall protect the integrity of transmitted information.

FIN.38 The security function shall reliably associate [assignment: security parameters] with information
exchanged between [assignment: information systems].

FIN.39 The security function that provides name/address resolution service for local clients shall perform
data origin authentication and data integrity verification on the resolution responses it receives from
authoritative sources when requested by client systems.

FIN.40 The security function that collectively provides name/address resolution service for an organization
shall be fault tolerant and implement role separation.

FIN.41 The security function shall protect security function data from modification when it is transmitted
between separate parts of the system.

FIN.42 The security function shall mark output using standard naming conventions to identify any special
dissemination, handling, or distribution instructions.

FIN.43 The security function shall provide [assignment: list of subjects] with the ability to verify evidence of
the validity of the indicated information and the identity of the [assignment: user, object, etc.] that
generated the evidence.

887

888  3.1.3. Availability (FAV)

889  This involves the ability of the system to continue to operate and satisfy business/mission needs
890 under diverse operating conditions, including but not limited to peak load conditions, attacks,
891  maintenance operations, and normal operating conditions.

892
FAV.1 The security function shall ensure the operation of [assignment: list of system’s capabilities] when the
following failures occur: [assignment: list of type of failures].
FAV.2 The security function shall assign a priority to each subject in the system's security function in terms
of availability.
FAV.3 The security function shall ensure that each access to [assignment: controlled resources] shall be

mediated on the basis of the subjects assigned priority.

FAV.4 The security function shall ensure that each access to all shareable resources shall be mediated on
the basis of the subjects assigned priority.

FAV.5 The security function shall enforce maximum quotas of the following resources: [assignment:
controlled resources] that [selection: individual user, defined group of users, subjects] can use
[selection: simultaneously, over a specified period of time].
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FAV.6 The security function shall ensure the provision of minimum quantity of each [assignment: controlled
resource] that is available for [selection: an individual user, defined group of users, subjects] to use
[selection: simultaneously, over a specified period of time].

FAV.7 The security function shall protect against or limits the effects of the following types of denial of
service attacks: [Assignment: organization-defined list of types of denial of service attacks or
reference to source for current list].

FAV.8 The security function shall limit the use of resources by priority.

FAV.9 The functions provided by the security function to recover from failure or service discontinuity shall
ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss
of security function data or objects under the control of the module's security function.

FAV.10 The security function shall ensure the availability of [assignment: list of types of security function
data] provided to another trusted IT product within [assignment: a defined availability metric] given
the following conditions [assignment: conditions to ensure availability].

893

894 3.1.4. Identification (FID)

895  This section covers requirements around who an actor claims to be.
896
FID.1 The security function shall require each user to be successfully identified before allowing any other

system's security function-mediated actions on behalf of that user unless is one of the following: [list
of system’s security function-mediated actions] that may be allowed before the user is identified.

FID.2 The security function shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: list of user security attributes].

FID.3 The security function shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

FID.4 The security function shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [assignment: rules for the changing
of attributes].

FID.5 The security function shall uniquely identify (and authenticate) [assignment: users, processes acting
on behalf of users, devices, etc.] before establishing a connection.

FID.6 The organization shall manage user identifiers by:

Uniquely identifying each user;

Verifying the identity of each user;

Receiving authorization to issue a user identifier from an appropriate organization official;
Issuing the user identifier to the intended party;

Disabling the user identifier after [Assignment: organization-defined time period] of inactivity;
and

6. Archiving user identifiers.

agrLODE

FID.7 The security function shall have mechanisms to uniquely identify (and authenticate) [assignment:
users, processes acting on behalf of users, etc.].

FID.8 The security function shall appropriately label information in storage, in process and in transmission.

897

898 3.1.5. Authentication (FAT)

899  This section covers requirements around the proof of identity of an actor.
900

FAT.1 After a predetermined period of inactivity, the system shall prevent further access to the system by
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initiating a session lock that remains in effect until the user reestablishes access using appropriate
(identification and) authentication procedures.

FAT.2

The security function shall employ a mechanism to authenticate specific devices before establishing
a connection.

FAT.3

The security function shall employ authentication methods that meet the requirements of applicable
laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication
to a cryptographic module.

FAT.4

The security function shall have mechanisms to authenticate users (or processes acting on behalf of
users).

FAT.S

The security function enforces assigned authorizations for controlling access to the system in
accordance with applicable policy.

FAT.6

The security function shall employ authentication methods that meet the requirements of applicable
laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication
to a cryptographic module.

FAT.7

The security function shall enforce assigned authorizations for controlling the flow of information
within the system and between interconnected systems in accordance with applicable policy.

FAT.8

The security function shall enforce the most restrictive set of rights and privileges or accesses
needed by [assignment: users, processes acting on behalf of users, etc.] for the performance of
specified tasks.

FAT.9

The security function shall (ident